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1. Introduction 

This policy applies to all staff, volunteers, trustees, committee members (“Pan Team”), users and the general 
public. 

This policy is to be read in conjunction with Pan’s Safeguarding Policy, which outlines Pan’s approach to 
safeguarding children, young people and adults at risk.  

This policy is written in accordance with the Children Act 1989 the Children Act 2004, the Care Act 2014, 
the Safeguarding Vulnerable Groups Act 2006, Disclosure & Barring Service 2013 and with reference to 
Working together to Safeguard Children (2018). 
 
It will be reviewed, added to, or modified annually and in accordance with changes in general guidelines, 
national legislation and internal practices at Pan. Copies and subsequent amendments will be made available 
to all employees and freelancers. 
  
The success of this policy depends on the active support of all the Pan Team to achieve its objectives. 
  
Pan recognises the need for a well-defined policy setting out the standards it aims to achieve for 
safeguarding children, young people and adults at risk within our care.  
  
This eSafety Policy sets out the organisation and arrangements for achieving this aim including the detailed 
responsibilities for key staff. 
 
This policy is mandatory for anybody working for or on behalf of Pan meaning all staff, including staff working 
on short-term freelance contracts and permanent contractors and volunteers including the Board of 
Trustees. The policy must be applied whenever there is a concern about a child, young person or adult at 
risk or about the behaviour of an adult. 
 
The Lead Safeguarding Officer for Pan Intercultural Arts is Joanna Green (j.green@pan-arts.net). The Deputy 
Safeguarding Officer is Emmeline Holwell (e.holwell@pan-arts.net).  
 

2. Policy Statement 

Pan Intercultural Arts (“Pan”) recognises that using the Internet (and other forms of technology) is an 
important part of the lives of the participants we work with and it has a significant impact on their social 
development. In accordance with Pan’s Safeguarding Policy, we recognise that we must take all possible 
steps to protect young people and vulnerable adults from significant harm or risk whilst using the Internet or 
any other form of technology.  

https://www.legislation.gov.uk/ukpga/1989/41/contents
http://www.legislation.gov.uk/ukpga/2004/31/pdfs/ukpga_20040031_en.pdf
http://www.legislation.gov.uk/ukpga/2006/47/contents
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/592101/Working_Together_to_Safeguard_Children_20170213.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/592101/Working_Together_to_Safeguard_Children_20170213.pdf
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We also recognise the importance of establishing and updating procedures to ensure our Pan Team are 
protected whilst they work with the participants. Our Pan Team are responsible for reading any policies 
produced regarding safeguarding and communication matters and are expected to adhere to the guidelines 
in the current policies. This policy should be read in conjunction with our Safeguarding Policy. 

Pan’s Safeguarding Officers’ role is to oversee and reasonably ensure that our eSafety policy is fully 
implemented. This includes ensuring they and all staff receive eSafety information and safeguarding training 
as appropriate. The Deputy Safeguarding Officer should be available to support or cover for the nominated 
lead. They will also handle any complaints or allegations against the nominated lead if appropriate. This 
policy will be made available via the Pan Staff Handbook and during training for new staff and volunteers. 

This policy will be reviewed annually in conjunction with the Safeguarding policy and/or changes in general 
guidelines, national legislation and internal practices at Pan. Copies and subsequent amendments will be 
made available to the Pan Team. 

 

3. Definitions 

Child: A ‘Child’ is defined as a person under the age of 18 (The Children Act 1989).  
 
Young Person: The term ‘Young Person’ does not have legal status. The term acknowledges that people in 
the upper age ranges of the official definition of a Child aged 16 -17 may not think of themselves as 
‘Children’. For the purpose of this document ‘Young People’ refers to those aged 14 – 17 years. 
 
Adult at risk: a person who is or may be in need of community care services by reason of mental or other 
disability, age or illness, and who is or may be unable to take care of him or herself, or unable to protect him 
or herself against significant harm or exploitation.  
 
Participant: any child, young person or adult at risk attending Pan’s projects as a participant.  
 
Staff: any adult who is employed, commissioned or contracted to work with or on behalf of children and 
young people in either a paid or unpaid capacity by Pan. 
 
Safeguarding: Working Together to Safeguard Children 2018 sets out that safeguarding and promoting the 
welfare of children is defined for the purposes of this policy as:  

● protecting children, young people and adults at risk from maltreatment  
● preventing impairment of children, young people and adults at risks’ mental and physical health or 

development  
● ensuring that children and young people grow up in circumstances consistent with the provision of 

safe and effective care  
● taking action to enable all children, young people and adults at risk to have the best outcomes 
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Child Protection: actions undertaken in reaction to a suspect or confirmed abuse to protect children and 
young people. 

Internet: specifically refers to the use of social networking sites such as Facebook, Twitter, Instagram, 
Snapchat and other applications of a similar nature.  

Email: specifically refers to the use of emails, including written text and/or pictures sent from personal or 
work accounts. 

Lead Safeguarding Officer: The Lead Safeguarding Officer for Pan is Joanna Green and the Deputy 
Safeguarding Officer is Emmeline Holwell.  

As Pan Staff use Whatsapp and SMS to communicate with the participants, they will also be included in this 
policy and their use is subject to the following guidelines.  

Abuse: “Child abuse and neglect” is a generic term encompassing all ill treatment of children including 
serious physical and sexual assaults as well as cases where the standard of care does not adequately 
support the child’s health or development. Children, young people and vulnerable adults may be abused or 
neglected through the infliction of harm, or through the failure to act to prevent harm. Abuse can occur in a 
family or an institutional or community setting. The perpetrator may or may not be known to the child, young 
person or vulnerable adult. Working Together to Safeguard Children sets out examples of categories of 
abuse: 

● sexual, physical and emotional abuse 
● neglect 
● domestic abuse, including controlling or coercive behaviour  
● exploitation by criminal gangs and organised crime groups 
● trafficking 
● online abuse 
● sexual exploitation and the influences of extremism leading to radicalisation 

  
These categories can overlap and an abused child does frequently suffer more than one type of abuse. 
Adults at risk are also at risk of financial abuse. 

4. Guidance for the staff 

It is not appropriate to have private non-work related contact in the form of electronic communication with 
the children, young people and adults at risk with whom we work. Electronic communication can be used for 
work-related reasons, for example to organise sessions, to inform about changes of schedule, and to 
provide important information about the projects, but they should not be used for socialising. In case of 
disclosure of abuse or if participants ask for help via electronic communication, all safeguarding procedures 
apply (see “Disclosure” section below). We recognise the need for an appropriate response, however we 
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always encourage face-to-face contact as opposed to a contact or reply via online methods of 
communication.   

Any member of staff should make the Project Director aware when they are using electronic communication 
with participants.  

Staff should seek to ensure that their personal profiles on any social networking sites should be set to the 
highest form of security to avoid young people accessing personal information or seeing any pictures of a 
personal nature. See also the “Peer Facilitators and Volunteers” section. 

Online communication must be kept on record. If any chat facility does not allow to keep a record of the 
conversation, it cannot be used. 

5. Staff phones 

Each Project Director and Artist Facilitator will receive a mobile and a Sim card that can be used to contact 
participants and to store the relevant information (names and phone numbers). The Staff are responsible for 
the use of the device and the information stored in it.  

The Project Director is responsible for contacting participants to organise sessions and events, using Zoom 
or other platforms for online sessions, and creating visual and/or audio content. The Project Director may 
decide to allow other facilitators to contact the participants to organise sessions and events and to create 
visual and/or audio material. All Artist Facilitators are expected to follow this policy and to communicate any 
concern to their Project Director. 

Each member of staff must keep the participants' phone numbers confidential and use them only when 
necessary for the project. As we keep a record of our participants’ and their carers’ numbers on eTapestry 
(Pan’s database), it is acceptable for them to receive a phone call or text from each of Pan's work numbers 
or from the office if this is relevant for the projects. 

Pan acknowledges that some participants may have the staff private phone numbers because of common 
friends or family relationships. Staff are expected to maintain a professional approach with all participants. In 
addition, should there be a case of emergency when the work phone cannot be used, private phone 
numbers can be used. In both cases, this is acceptable as long as it is communicated to the Project Director 
in writing or during a debrief. 

6. Parental awareness and consent 

Parental consent for using electronic forms of communication is essential for all children and young people 
and it is included in the enrolment consent forms. The form will outline what means the staff will be using for 
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communication and what will be communicated. It is important to explain this policy and practice to parents 
and carers and seek to ensure they are aware and are happy that the staff use electronic communication 
and what type of electronic communication will be used.  

7. Hours of communication 

When using electronic communication with participants (within the guidelines above), it is advised that it 
should take place between the hours of 9am-5pm when possible. However, most Pan’s projects run after 
5pm: it is acceptable to communicate with participants until 9pm if necessary about project-related 
information or to check-in if they are not able to attend the session. The staff should not initiate any 
communication after 9pm unless an activity is run past this time or there is information that needs to be 
shared after a session (e.g. a bag has been left in the space). If a participant initiates the conversation after 
9pm the staff can reply at their discretion and appropriately.   

8. Language 

All language should be appropriate and where possible ‘standard responses’ should be used (e.g. if you 
have sent an email containing event details and receive a reply asking for further details, create a standard 
response with additional details so that all young people receive the same information). Staff should take 
great care over the language used to reduce the risk of misinterpretation. When possible, especially on 
official social media accounts, “We” should be used instead of “I” when communicating with the participants.  

9. Email communication 

Email should only be used to communicate specific information (e.g. times and dates of events or directions 
for the office). It should not be used as a relationship-building tool. Pan has a shared staff email account 
(post@pan-arts.net) where all staff can access any emails, regardless of whether it is private or public.  

The staff should encourage appropriate ‘face to face’ contact where possible. Email histories should be kept 
in the original email account or sent to the Safeguarding Lead (if they are relevant for a Safeguarding issue). 

10. Facebook  

Staff should not add children or young people who are part of Pan and who are under the age of 18 on their 
personal Facebook profile.  

Staff can set up a Facebook page for a project or group and invite them to be members (that is, if they are 
over the required minimum age limit – which is 13 for Facebook). The staff should only use an agreed social 
networking account for contact with young people with whom they are working. This should normally be an 
account set up specifically for this purpose on behalf of a group rather than an individual (use project 
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accounts, rather than personal accounts). Personal accounts can be used if they have been created for the 
purpose of the project (e.g. “John at Pan”) by Project Directors.  

Staff can set up a group using Facebook Business Manager and if personal settings are secure and have 
limited viewing. Staff need to be aware of the Privacy Settings of the official Facebook accounts in order to 
guarantee the safety of the young people. The staff should carefully decide with the Project Directors if it is 
appropriate to follow the participants with the Pan account and how to interact with them (e.g. liking or 
commenting on posts).  

11. Instagram 

The staff should not add children or young people who are part of Pan and who are under the age of 18 on 
their personal Instagram profile. The staff can set up an Instagram account for a project or a group. The age 
limit to use Instagram is 13 years old.  

Staff need to be aware of the Privacy Settings of the official Instagram accounts in order to guarantee the 
safety of the young people. The staff should only use one agreed account per project or per group.  

The current Instagram account for the organisation (@paninterculturalarts) is designed mainly to promote our 
activities and events, share insights about the projects and advocacy. It requires little or no interaction with 
the young people and every interaction will be communicated to the Project Directors. The Future group 
(@future_pan_arts) and the WOC team (@wochoice) use Instagram accounts which are more open to 
communications and interactions with participants, supporters, partners and other professionals working in 
the sector. 

The staff should carefully decide with the Project Directors if it is appropriate to follow the participants with 
the Pan account and how to interact with them (e.g. liking, tagging or commenting posts). 

12. Other Social Media  

Pan also has official social media accounts with X (Formally Twitter) under @Pan1986 and Tiktok 
@PanInterculturalArts which are both managed by our office team. These are official accounts to share 
activity rather than communicate with participants.  
 
Although we have covered in detail the use of Facebook and Instagram, Pan is aware that there are a myriad 
of social media networks and applications which staff and young people use to communicate. Therefore, this 
policy extends to all additional social media platforms (e.g. SnapChat) for which staff are required to follow 
the above guidelines for all online activity. This means that staff should not share any images or stories of 
participants via their individual social media accounts, nor make any contact with participants in this way. 
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13. Zoom, Skype and other visual methods 

We acknowledge that the use of Zoom, Microsoft Teams, Skype and any other webcam or visual 
communication via the Internet is now being more commonly used, but must be used with care and 
attention. If staff need to use this form of communication 1-1 they must be recorded, with agreement from 
the participant that it may need to be seen by the Safeguarding Lead and Safeguarding Deputy if any 
disclosure is made during the call.  

It can be used for conference calls and is considered appropriate if a project or group uses a Zoom etc. in a 
group environment for project purposes and has clear aims and objectives for its use. The Project Directors 
are responsible to keep a record of these meetings. Please see point 20 in this policy for more information 
on code of conduct if sessions are held online.  

14. Peer Facilitators and Volunteers 

Pan acknowledges that some of our Peer Facilitators and Volunteers, especially if they have been previous 
participants, might know the young people and have contact with them outside Pan because of previous 
friendships, family relationships, etc. The Project Directors are responsible for training the Peer Facilitators 
and Volunteers in order to maintain a professional behaviour during any Pan activity. Each individual situation 
should be discussed with the Safeguarding Officer in order to guarantee the safety of all the young people 
involved.  

15. Cyber bullying and the law 

Pan operates a zero tolerance to bullying of any kind. Pan’s Anti-Bullying Procedure applies in cases of 
bullying online.  

16. Monitoring social media 

Pan staff are responsible for setting up, managing and moderating (overseeing/reviewing/responding to 
posted content) the organisation’s website and social media profiles. Staff will oversee the content that will 
appear, will decide which links to other sites to accept, and will have online contact with the children and 
young people who interact with the website or social media profiles. Online pages are monitored daily during 
normal working hours and any inappropriate content will be immediately removed. 

17. Communication with people who are no longer participants 

With regards to young people who have left the group or are now over the age of 18, please use discretion 
with regards to this policy and seek advice where necessary. 

https://docs.google.com/document/d/18sPmrkxsrb2iaWawctZUtB2-I4T0C9ii1PNsmiWJHj8/edit?usp=sharing


eSafety Policy 

 
 

18. Addressing the media 

If there is an instance where Pan is contacted by the media about issues that have been reported in the 
news or a young person has been involved in something that has brought media attention, as an 
organisation we positively promote young people and always aim to protect them. This includes how they 
are represented in the media and within the community. 

The Executive Director handles all press and will give statements accordingly. The contact person for this 
role is Joanna Green (j.green@pan-arts.net).  

19. Disclosure 

If a young person discloses information or anything of a concerning matter arises via any form of electronic 
communication of SMS, Pan’s Safeguarding Policy should be followed, making a disclosure if necessary. 

20. Use of laptops/tablets 

Pan sometimes uses a laptop/tablet during sessions and in the office. For some projects it can be used by 
participants. A specific account has been created for this aim, and participants have access to it with the 
supervision of the Project Director.  

21. Online Sessions 

This section refers to any online and phone interaction with Pan participants, regardless of their age. It has 
been introduced in response to the restrictions imposed by Covid-19. Pan took the decision to deliver some 
activities online mostly via Zoom over this time. Online sessions can be used throughout the projects when 
meeting in person is not possible. Staff meetings and steering committees could also happen online and will 
follow the procedures explained in this document. 

21.1. Pan Code of Conduct for Online Sessions - Staff 

● Wear appropriate clothing, as you would do in an in-person session 
● Have times and routines for communication 
● Keep session notes/attendance as if it were an ordinary session 
● Make sure each session has two DBS checked staff members/hosts 
● Do not allow people who are not part of the group to join sessions 
● Do not record or take photos without consent 
● If you are sharing your laptop with someone else, make sure you use a separate account for work  
● If you are sharing your laptop with someone else, close your documents and make sure they are not 

accessible to other users 
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● Remind participants that what they share on Zoom will be seen by everyone in the group 
● If content is shared on Instagram or other public platforms, the agreement you had prior to the start 

of online sessions regarding sharing content remain valid 
● If the session is recorded, participants need to give consent and they have to be aware of how the 

recording will be used and where 
● Establish group agreements about not sharing content outside the group and not make any 

inappropriate use of it 
● Any participant who does not behave appropriately will be removed from the platform by Pan staff 

and parents/carers will be informed. 
21.2. Pan Code of Conduct for Online Sessions - Participants 

The staff must set clear rules of engagement for participants at the beginning of the session; these include: 

● Remember whatever is shared online will be seen by the group. 
● Make sure the people you are living with know you are on a live video chat. Don’t include them in the 

chat. 
● Wear appropriate clothing, even on parts of you that you think won’t be seen 
● Refer to a facilitator directly if you feel worried about anything 
● Do not record or take photos of anything without the others consent 
● Don’t film things that might reveal your exact address, school or somewhere you go regularly (e.g. a 

sports club or activity) 
● Don’t film anyone else under the age of 18 

 
21.3. For participants under 18 

● All parents must be informed of the platforms to be used and the dates and times of sessions and 
the adults who will be in these platforms. 

● For under 16s, the parent/carer must set up a Zoom account and give permission to the participant 
to use it. 

22. Important notes on Communication 

When communicating with participants via digital platforms Pan staff will use Pan accounts and phones and 
ensure that the personal numbers of freelancers are not shared. 

Phone numbers of participants can be shared only if they agree to do so, for example in a Whatsapp group. 

Staff should make sure a specific day and time of the week is allocated to phone calls with participants and 
that timings are respected. It is important for the staff to set up boundaries to avoid work overload. 
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23. Useful Contacts and More Information 

ChildLine - Advice and support for young people - call 08001111 

CEOP - Child Exploitation and Online Protection Command - to report an online abuse 

The Anti-Bullying Alliance - Coalition of organisations offering training and support 

Internet Watch Foundation - You can anonymously and confidentially report child sexual abuse content 

 

Review 

The eSafety policy will be reviewed every year or when risk assessments indicate policy and procedures 
should be amended, whichever is the soonest. 

Reviewed and approved by the Board of Trustees: October 2024 

Next review: August 2026 

 

 

https://www.childline.org.uk/
https://www.ceop.police.uk/safety-centre/
https://www.anti-bullyingalliance.org.uk/
https://www.iwf.org.uk/
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