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Data Protection Policy

Introduction

The purpose of this policy is to enable Pan Intercultural Arts to:
e comply with the law in respect of the data it holds about individuals;
e follow good practice;
e protect Pan’s clients, staff, volunteers and other individuals
® protect the organisation from the consequences of a breach of its responsibilities.

The General Data Protection Regulation

The General Data Protection Regulation (GDPR) (Regulation (EU) 2016/679) is a regulation
introduced across the European Union in 2018 intended to strengthen and unify data protection for
individuals within the European Union (EU) and the export of personal data outside the EU. The
United Kingdom subsequently introduced the Data Protection Act 2018 (DPA 2018) which
implemented the EU general regulations on data protection. After Brexit, the EU’s GDPR has been
lifted into a new UK-GDPR (United Kingdom General Data Protection Regulation) that took effect
on January 31, 2020.

The primary objectives of the DPA 2018 are to give citizens back control of their personal data and
to simplify the regulatory environment for international business.

The Act covers both written and computerised information and the individual’s right to see such
records. It covers records relating to staff and volunteers, participants and donors.

All Pan Intercultural Arts staff are required to follow this Data Protection Policy at all times.

The Operations Manager has overall responsibility for data protection within Pan Intercultural Arts
but each individual processing data is acting on the controller’s behalf and therefore has a legal
obligation to adhere to the DPA.

Pan has assessed the possibility of nominating a Data Protection Officer and decided not to
proceed, in accordance with ICO Data protection requirements and guidelines.
Every question or issue should be reported to the Operations Manager.

Definitions

Processing of information — how information is held and managed. This includes obtaining and
retrieving, holding and storing, making information available within or outside the organisation,
printing, sorting, matching, comparing and destroying.

Data_Subject — an individual about whom data is held. This includes participants, donors, current
and past staff, job applicants, volunteers, suppliers.
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Data Controller — the entity with overall responsibility for data collection and management. Pan
Intercultural Arts is the Data Controller for the purposes of the DPA.

Data Processor — an individual or organisation handling or processing data

Personal data — any information which enables a person to be identified

Special categories of personal data — information under the DPA which requires the individual’s
explicit consent for it to be held by the Pan Intercultural Arts.

Data Protection Principles
As data controller, Pan Intercultural Arts is required to comply with the principles of good
information handling. These principles require the Data Controller to:

1. Process personal data fairly, lawfully and in a transparent manner.

2. Obtain personal data only for one or more specified and lawful purposes and to ensure that
such data is not processed in a manner that is incompatible with the purpose or purposes
for which it was obtained.

3. Ensure that personal data is adequate, relevant and not excessive for the purpose or
purposes for which it is held (data minimisation)

4. Ensure that personal data is accurate and, where necessary, kept up-to-date.

5. Ensure that personal data is not kept for any longer than is necessary for the purpose for
which it was obtained.

6. Ensure that personal data is kept secure.

Pan Intercultural Arts will ensure that personal data is not transferred to a country outside the
European Economic Area unless the country to which it is sent ensures an adequate level of
protection for the rights (in relation to the information) of the individuals to whom the personal data
relates.

The Rights of an Individual

Under the DPA 2018 an individual has the following rights with regard to those who are processing
his/her data:

[ Personal and special categories of personal data cannot be held without the individual’s
consent (however, the consequences of not holding it can be explained and a service
withheld).

(4 Data cannot be used for the purposes of direct marketing of any goods or services if the
Data Subject has declined their consent to do so.

(A Data Subjects can ask, in writing to the Operations Manager, to see all personal data held
on them, including e-mails and computer or paper files. Pan Intercultural Arts, the Data
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Processor, must comply with such requests within 30 days of receipt of the written request
(right to access).
A Individuals have a right to have their data erased and to prevent processing in specific
circumstances:
e \Where data is no longer necessary in relation to the purpose for which it was
originally collected
When an individual withdraws consent
When an individual objects to the processing and there is no overriding legitimate
interest for continuing the processing
e Personal data was unlawfully processed
A An individual has a right to restrict processing — where processing is restricted, Pan
Intercultural Arts is permitted to store the personal data but not further process it. Pan
Intercultural Arts will retain just enough information about the individual to ensure that the
restriction is respected in the future.
[ An individual has a right to be forgotten, or right to erasure, meaning to have his/her data
deleted. Pan will retain a record of the erasure.

Privacy Impact Assessment and Privacy by Design

Pan Intercultural Arts is committed to take a privacy by design approach in every aspect of its
practice. In order to comply with all the GDPR principles, a PIA (Privacy Impact Assessment) has
been carried out between January and May 2018. See Appendix 1

The following paragraphs explain how we process data in relation to specific aspects of the Data
Protection Regulation that are relevant to Pan Intercultural Arts: consent, security, ethnic
monitoring, newsletter and procedure in case of breach.

Consent

Pan Intercultural Arts staff must record service users’ explicit consent to storing and processing
personal data and sensitive personal data.

For the purposes of the Regulations, personal data is information such as name, surname, email
address and phone number.

Sensitive personal data is information relating to:
1. The racial or ethnic origin
2. Political opinions.
3.  Religious beliefs or other beliefs of a similar nature.
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Membership of a trade union.

Physical or mental health condition.

Sexual life.

Criminal Records

Online identifiers such as an IP address

Addresses

0. Genetic and/or biometric data which can be used to identify an individual
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Sensitive personal information collected by Pan Intercultural Arts will mainly relate to service users’
physical and mental health. Data is also collected on ethnicity and held confidentially for statistical
pUrposes.

As a general rule Pan Intercultural Arts will always seek consent where personal or sensitive
personal information is to be held.

Where it is not reasonable to obtain consent at the time data is first recorded and the case remains
open, retrospective consent will be sought at the earliest appropriate opportunity.

If personal and/or special categories of personal data need to be recorded for the purpose of
service provision and the service user refuses consent, the case should be referred to the Office
Manager or the Fundraising Officer for advice.

Obtaining Consent

Consent may be obtained in a number of ways and must be recorded.

Written consent will be sought when collecting new participants information, when collecting
applicants and volunteers information, for our newsletter and when collecting information about
donors and supporters.

Consent obtained for one purpose cannot automatically be applied to all uses e.g. where consent
has been obtained from a service user in relation to information needed for the provision of that
service, separate consent would be required, for example, for the newsletter.

Preliminary verbal consent should be sought at the point of initial contact as personal and/or
special categories of personal data will need to be recorded either in an email or on a
computerised record (Lamplight and, from September 2022, eTapestry). The verbal consent is to
be recorded in the appropriate fields on the computer record or stated in the email for future
reference. Although written consent is the optimum, verbal consent is the minimum requirement.
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Consent should also indicate whether agreement has been given to their name being published in
any associated publicity. If the subject is less than 18 years of age then parental/guardian consent
will be sought.

Photograph, film, audio and online working

Consent forms will include the option to agree to the taking of audio, photos and films during
in-person and online sessions. Consent will be sought for this data to be used for creative
purposes or to record, archive or market Pan’s work; including for publicity material, press
releases, social media, and website.

Audio and visual records will be held in the immediate-short term on Pan phones, cameras and
laptops and then transferred to a secure Pan cloud-based Google Drive. Self-employed staff may
hold audio and visual data for creative purposes on a short-term basis during a project term so
long as it is password protected. After this point it must be saved on the Pan Google drive and
deleted from their personal devices.

The Pan Google drive will only be accessible to those who need to use or manage the data.

Each January Pan’s Operations Manager will review Pan’s saved audio, film and photo content and
delete anything which is more than 7 years old. Material needed to archive Pan’s work will be an
exception to this rule.

If a Pan participant would like to have any audio, photo or film content deleted, this is possible by
contacting Pan’s Operations Manager by phone at 07704155212 or by emailing Emmeline Holwell
at e.holwell@pan-arts.net.

Individuals have a right to withdraw consent at any time. If this affects the provision of a service by
Pan Intercultural Arts then the Project Director should discuss it with the Operations Manager at the
earliest opportunity.

Ensuring the Security of Personal Information

Pan Intercultural Arts will process personal information following these principles:
e |tis an offence to disclose personal information ‘knowingly and recklessly’ to third parties.
e |t is a condition of receiving a service that all service users for whom we hold personal
details sign a consent form allowing us to hold such information.
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e Service users may also consent for us to share personal or sensitive personal information
with other helping agencies on a need to know basis.

e A client’s individual consent to share information should always be checked before
disclosing personal information to another agency.

e \Where such consent does not exist information may only be disclosed if it is in connection
with criminal proceedings or in order to prevent substantial risk to the individual concerned.
In either case, permission of the Operations Manager should first be sought.

e Personal information should only be communicated within Pan Intercultural Arts’ staff and
volunteer team on a strict need to know basis. Care should be taken that conversations
containing personal or special categories of personal information may not be overheard by
people who should not have access to such information.

Pan Intercultural Arts previously used Lamplight to hold and manage information about its service
users and donors/supporters. Lamplight is a certified software, compliant with the GDPR
requirements. For more information: https://www.lamplightdb.co.uk/the-system/gdpr/.

In September 2022, Pan closed its Lamplight account and transferred all data to eTapestry, a
database service provided by Blackbaud.
https://www.blackbaud.co.uk/company/general-data-protection-regulation
https://webfiles.blackbaud.com/files/support/helpfiles/etapestry/etapestry/content/etapconsent.ht
ml?Highlight=gdpr

Ethnic Monitoring

In order for Pan Intercultural Arts to monitor how well our staff, volunteers and service users reflect
the diversity of the local community we request that they complete an Equality and Diversity
Monitoring form. The completion of the form is voluntary, although strongly encouraged.
Responses are securely stored and held on a passworded database for statistical purposes.

Use of Files, Books and Paper Records

In order to prevent unauthorised access or accidental loss or damage to personal information, care
is taken to protect personal data. Personal and sensitive personal information is not left unattended
and in clear view during the working day.

The staff are aware that names/addresses/phone numbers and other information written on scrap
paper are also considered to be confidential. Any scrap paper that contains personal information
will be shredded.
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Computers

Where computers are networked, access to personal and sensitive personal information is
restricted by password to authorised personnel only.

Documents are only stored on the server or cloud-based systems and on the office computers and
laptops. Where computers or other mobile devices are taken for use off the premises the device
must be password protected.

When working from home, or from some other off-site location, all data protection and
confidentiality principles still apply.

All computer data, documents and programmes related to Pan Intercultural Arts, wherever possible
should not be stored on any personal external hard drive or on a personal computer. If documents

need to be worked on a personal computer they should be stored directly on the Pan Google Drive
rather than the computer hard drive. In the event that this is not possible, all documents should be

password protected and uploaded to the Drive at the earliest opportunity.

Direct Marketing

Our newsletter contains updates about our projects and activities, upcoming events and in-depth
analysis related to our work. Occasionally we invite our supporters to make a donation, sign up to
Glft Aid etc. Pan Intercultural Arts will not share or sell its database(s) with outside organisations.

Specific consent to contact will be sought from our staff, clients and other supporters, before
making any communications. We recognise that clients, staff, volunteers and supporters for whom
we hold records have the right to unsubscribe from our mailing lists. This wish will be recorded on
their records and will be excluded from future contacts.

The following statement is included on printed material when collecting email addresses for the
newsletter:
We promise never to share or sell your information to other organisations or businesses and
you can opt out of our communications at any time by using the unsubscribe option at the
bottom of our emails or by emailing: post@pan-arts.net

Pan Intercultural Arts will not undertake direct telephone marketing activities under any
circumstances.
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Privacy Statements

Any documentation which gathers personal and/or special categories of personal data should
contain the following Privacy Statement information:

Explain who we are

What we will do with their data

Who we will share it with

Consent for marketing notice

How long we will keep it for

That their data will be treated securely

How to opt out

Where they can find a copy of the full notice

A fuller Privacy Statement is available on our website.

Personnel Records and DBS checks

The Regulations apply equally to volunteer and staff records. Pan Intercultural Arts records sensitive
personal data with the volunteer’s consent or as part of a staff member’s contract of employment.
All our staff and volunteers have to undergo a DBS check to request a disclosure of spent and
unspent convictions, cautions, reprimands and final warnings held on the police national computer.
Any information obtained will be dealt with under the strict terms of the DBS Code. Access to the
disclosure reports is limited to the Operations Manager and the line manager of the member of
staff/volunteer.

Retention of Records

Paper records should be retained for the following periods at the end of which they should be
shredded:
e Participants records — 6 years after ceasing to be a client.
Staff records — 6 years after ceasing to be a member of staff.
Unsuccessful staff application forms — 6 months after vacancy closing date.
Volunteer records — 6 years after ceasing to be a volunteer.
Timesheets and other financial documents — 7 years.
Employer’s liability insurance — 40 years.
Other documentation should be destroyed as soon as it is no longer needed for the task in
hand.
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What to Do If There Is a Breach

If a data protection breach is discovered, or suspected, it has to be reported to the Operations
Manager, who will have to report to the ICO (Information Commissioner’s Office) within 72 hours
when there is a risk to the rights and freedoms of individuals.

The Operations Manager will also report to the Board of Trustees.

Any deliberate or reckless breach of this Data Protection Policy by an employee or volunteer may
result in disciplinary action which may result in dismissal.

The unlawful obtaining of personal data, the unlawful selling of personal data and the unlawful
disclosure of personal data to unauthorised persons are criminal offences, which could give rise to
a fine and/or prison sentence.

Details of the Information Commissioner’s Office
Helpline in case of data breach: 0303 123 1113

Alternatively a report form can be downloaded from this link and sent to casework@ico.co.uk
https://ico.org.uk/for-organisations/report-a-breach/personal-data-breach/

Website: https://ico.org.uk/
Address: Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF

Policy Review

The policy will be reviewed and approved by the Board of Trustees every three years. It will also be
reviewed in response to changes in relevant legislation, contractual arrangements, good practice or
in response to an identified failing in its effectiveness.

Date this policy was created: May 2018
Last review: July 2024
Date of Policy Renewal: July 2027

APPENDIX 1

Privacy Impact Assessment

Pan Intercultural Arts is committed to taking privacy by design approach in every aspect of its
practice. In order to comply with all the GDPR principles, a PIA (Privacy Impact Assessment) has
been carried out between January and May 2018.
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The results of the assessment are the following:

We have updated our Privacy Notice and Terms and Conditions section on the website, in
order to explain what data we hold about website visitors and how these data are used,
shared or stored.

We process all personal data under the lawful basis of consent and/or legitimate interest.
We have assessed the type of personal data we collect from our participants. We have
updated the Privacy notice on the enrollment form, which will be translated in different
languages, in order to explain why we require this data and how we use them and store
them. The Project Directors will provide further explanations and answer participants’
questions during the sessions.

We have assessed the type of personal data we collect from trustees, volunteers and staff.
All this data is safely and securely stored and can be accessed only by the Management
Team. DBS checks are kept safe and can be assessed only by the personnel authorised.
Some personal data is shared with our accountants and Trustee to pursue the objectives of
the organisation.

Staff and Trustees are aware of the changes in the Data Protection Regulation and a new
Data Protection Policy has been approved by the Board of Trustees on 22nd May 2018

We have assessed the type of personal data we collect from volunteering and paid position
candidates and updated the volunteering form.

We have assessed the type of personal data we collect from donors and supporters. All our
newsletter contacts receive our email through a GDPR compliant system (Mailchimp).
When we couldn’t find a recent proof of consent, we emailed our contacts to invite them to
update their settings. Some contacts receive our emails on a legitimate interest lawful basis.
Starting from the 25th May 2018, a written form to express consent will be mandatory.

All the personal data we collect are processed with Lamplight, all our contacts emails are
stored and used via Mailchimp. Both are certified softwares and GDPR compliant.

Pan staff uses a shredder to destroy documents with sensitive data or if no longer needed.
We have reviewed our retention of records policy.

Archive material will be kept in the form of photos, videos and recordings in password
protected hard-drives or secure Pan Google Drive.

Pan staff is committed to look into encryption systems to make our internal
communications and storage system even more secure
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